PharmaNotes Web
Privacy Impact Assessment
Prepared under PHIPA PIA Guidelines (IPC/Ontario, 2005)
System Name:  PharmaNotes Web
Version:  1.1 — Incorporating Addendum A (Medication Adherence Calculator)
Original Date:  April 2026
Last Updated:  May 2026
Health Information Custodian:  Mac Jonker, PharmD
Author:  Mac Jonker
Contact:  jonkerpharmacyservices@gmail.com

Part A: Organizational Privacy Management
The questions in this section relate to privacy management throughout the organization. They are not limited to any specific module or feature.

	#
	Question
	Response

	A1
	Is there an organizational strategic plan or business plan that addresses privacy protection?
	Yes — Privacy-by-design is a foundational architectural principle of PharmaNotes Web. The platform is built with no server-side PHI storage. Session-only data handling is documented in the Product Requirements Document v2.0 as a non-negotiable design constraint.

	A2
	Does your organization have a written privacy policy or statement of information practices?
	Yes — PharmaNotes Web Privacy Policy v1.0 + Addendum A (May 2026) constitutes the statement of information practices. This document and the Privacy Policy together satisfy the PHIPA s.10 and s.16 requirements.

	A3
	Have privacy policies or procedures been developed for various aspects of the organization's operations?
	Yes — Each pharmacy site using the Tool operates under its own PHIPA-compliant privacy policy. Module-specific procedures are documented in SOP-PHA-001 (Medication Adherence Calculator PHI Handling, May 2026).

	A4
	Do the privacy policies ensure PHIPA collection, consent, access, and retention compliance?
	Yes — PHI collection is limited to treatment purposes. Consent is implied under PHIPA s.20 for the treatment relationship. Patient access rights under ss.52-55 are addressed at the practice level. Retention is session-only for all modules except the Medication Adherence Calculator, where downloaded PDF outputs persist on the user's device and are subject to the pharmacy's retention schedule (see B20).

	A5
	Are administrative, technical and physical safeguards in place (PHIPA s.12)?
	Yes — Technical: HTTPS delivery, no-server-storage architecture, session clearing on browser close/refresh, in-memory CSV processing. Administrative: pharmacist PHIPA jurisprudence training, SOP-PHA-001, user attestation requirements. Physical: device-level security (password protection, screen auto-lock) is required by policy for all users, and mandatory for users of the Medication Adherence Calculator module.

	A6
	Is there an appointed privacy contact person?
	Yes — Mac Jonker, PharmD, Developer/Owner (jonkerpharmacyservices@gmail.com). For pharmacists at other sites, the designated pharmacist-in-charge at each location serves as the local privacy contact. Section 15 of PHIPA is satisfied.

	A7
	Does a reporting process exist to ensure management is informed of privacy compliance issues?
	Yes — Breaches are reported to the affected pharmacist-in-charge and to affected patients at the first reasonable opportunity per PHIPA s.12(2). Tool-related technical privacy issues are escalated to the developer/owner. SOP-PHA-001 Step 7 documents the breach escalation procedure for the Medication Adherence Calculator module.

	A8
	Are senior executives actively involved in the privacy program?
	Yes — As sole developer and primary user, the owner is directly responsible for all privacy decisions, policy updates, and PIA reviews. No delegation of this responsibility currently exists.

	A9
	Are employees or agents provided with privacy training?
	Yes — Developer/owner completed PHIPA jurisprudence training as a condition of pharmacist licensure in Ontario. Future multi-site users are required to have completed equivalent training under their own regulatory obligations. Users of the Medication Adherence Calculator must additionally review and sign SOP-PHA-001 before first use.

	A10
	Have policies been developed for privacy breach management and notification?
	Yes — Existing pharmacy breach procedures apply to all PHI handled through the Tool. See Privacy Policy Section 7. SOP-PHA-001 Step 7 provides module-specific breach escalation steps for Medication Adherence Calculator outputs. PHIPA s.12(2) notification obligations apply.



Part B: Project Privacy Management
The questions in this section relate specifically to PharmaNotes Web as an information system. Responses marked [Updated v1.1] incorporate changes from Addendum A (Medication Adherence Calculator module, May 2026).

	#
	Question
	Response

	B1
	Has a system summary been prepared?
	Yes — PharmaNotes Web is a zero-install, browser-based clinical documentation platform for Ontario pharmacists. It provides structured modules for encounter documentation, clinical note generation, decision support, and medication adherence analysis. No PHI is stored server-side. Modules include: DAP Note, Hospital Discharge, AEFI Report, Smoking Cessation, Medication Adherence Calculator (PDC scoring, CSV import, PDF output), Diabetic Supplies, and Therapeutic Substitution. See Product Requirements Document v2.0.

	B2
	Has a listing of all PHI data elements been prepared?
	[Updated v1.1] — PHI elements handled by the platform now include: patient name; date of birth; clinical details (medical conditions, allergies, medications); encounter notes; clinical decisions; travel health details; prescription summary data imported via CSV (medication names, DINs, fill dates, quantities, days supply, dispensing history); pharmacy-wide patient lists; derived PDC adherence scores (new PHI created by the Medication Adherence Calculator); adherence flags; and PDF adherence report contents saved to user devices. CSV prescription data and PDC scores were added in v1.1.

	B3
	Have data flow diagrams been prepared?
	[Updated v1.1] — Two data flows now exist.

Flow 1 (all modules except Adherence Calculator): Pharmacist keyboard input → browser session memory → formatted clinical note → clipboard/print → no persistent PHI.

Flow 2 (Medication Adherence Calculator): Local CSV file selected by pharmacist → browser FileReader API → in-memory processing only → on-screen results / outreach list → optional jsPDF generation → downloaded PDF saved to local device downloads folder. No server transmission occurs at any stage. Persistent PHI exists only in the downloaded PDF on the user's local device after session ends.

	B4
	Have access control documents been prepared?
	[Updated v1.1] — Access to session data remains limited to the pharmacist or authorized staff member operating the browser. There are no user accounts or backend systems. For the Medication Adherence Calculator in pharmacy-wide CSV mode, the entire imported patient population is visible on a single screen simultaneously. Users are required by policy (SOP-PHA-001) to use privacy screens, secure workstations, and to close the tab when leaving the workstation.

	B5
	Does consent provide the primary basis for PHI collection, use and disclosure?
	Yes — PHI is used solely within the context of the patient's existing treatment relationship with their pharmacist. Implied consent under PHIPA s.20 applies to all treatment-related documentation and adherence analysis activities.

	B6
	Have purposes for PHI collection been documented?
	[Updated v1.1] — Purposes now include: (1) clinical documentation to support pharmacist care delivery; (2) calculating medication adherence metrics (PDC scores) from dispensing history; (3) generating patient-specific adherence summary reports; and (4) generating pharmacy outreach lists to support pharmacist-led medication management programs. PHI is not used for research, marketing, or any purpose beyond direct patient care.

	B7
	Is PHI used only for identified purposes?
	[Updated v1.1] — Yes, by design and by policy. For the Medication Adherence Calculator, users must not use outreach lists or PDC data for non-clinical profiling, marketing, or business analytics. Acceptable-use language to this effect is included in SOP-PHA-001.

	B8
	Will PHI be linked or cross-referenced to other systems?
	No — The Tool is fully standalone. No integration with ODB, pharmacy dispensing software, EHR systems, or any external system exists at this time. Future API integrations would require a new PIA review before implementation.

	B9
	Will PHI be disclosed to persons who are not employees or agents?
	[Updated v1.1] — No disclosure occurs through the application itself. However, downloaded PDF adherence reports saved to the user's device may be mishandled after generation if local device and file-handling policies are not followed. SOP-PHA-001 prohibits sharing PDFs via unencrypted channels and requires secure deletion when no longer clinically needed.

	B10
	Have arrangements been made to provide full disclosure of collection purposes?
	[Updated v1.1] — Yes. Purposes are documented in this PIA, the Privacy Policy v1.0 + Addendum A, and the About page at pharmanotes.pages.dev/about.html. Pharmacists using the Tool are advised to reference electronic documentation tools in their patients' Notice of Information Practices. The About page includes a plain-language privacy summary accessible to any user.

	B11
	Has a communications plan been developed?
	[Updated v1.1] — In Progress. The About page at pharmanotes.pages.dev/about.html provides a public-facing plain-language privacy summary, quick-fact tiles, and downloadable privacy documents. A patient-facing notice for the Medication Adherence Calculator specifically is recommended as a future addition. Pharmacists at individual sites should reference the Tool in their Notice of Information Practices.

	B12
	Does the system involve PHI beyond Ontario's borders?
	[Updated v1.1] — Low risk, acknowledged. No PHI is transmitted outside Ontario through app operation; CSV processing and PDF generation occur only in the browser. Application code is served via Cloudflare's global CDN (including U.S. infrastructure), but no PHI is included in CDN-served content. A new cross-border risk arises if users save downloaded PDFs to consumer cloud-sync services (e.g., personal OneDrive, Google Drive). SOP-PHA-001 prohibits this and requires work-managed storage only.

	B13
	Has a privacy risk assessment been completed?
	[Updated v1.1] — Yes. See updated Risk Register below. Primary risks now include: bulk on-screen visibility of multiple patients (pharmacy-wide mode); persistent PHI in downloaded PDFs; accidental wrong CSV upload; unsecured downloads folder retention; consumer cloud sync of PDF outputs; device loss/theft; non-care reuse of outreach data; and absence of an audit log for local processing events.

	B14
	Have mitigations been incorporated into design and implementation?
	[Updated v1.1] — Partially. Existing mitigations: in-memory CSV processing, no server transmission, automatic session clearing, in-app PHI warning modals before CSV import and PDF download (requiring checkbox acknowledgement), HTTPS delivery. Policy-based mitigations required: SOP-PHA-001 device-use policy, PDF retention and deletion rules, screen privacy requirements, and user attestation. These are documented but depend on user compliance.

	B15
	Has an assessment of similar systems been completed?
	Yes — PharmaNotes Web was designed with awareness of similar browser-based clinical documentation tools. The no-server-storage architecture directly addresses the most common privacy failure mode in comparable tools (unauthorized access to stored PHI). The PDF download risk is a known pattern in tools using client-side PDF generation; the SOP and in-app warnings are the standard compensating controls for this risk.

	B16
	Have key stakeholders had an opportunity to comment on privacy protections?
	[Updated v1.1] — In Progress. Pharmacist colleagues have reviewed the Tool. Formal stakeholder review of the Medication Adherence Calculator's pharmacy-wide outreach mode by local pharmacist-in-charge and privacy leads is planned before broader multi-site rollout.

	B17
	Will users be trained in PHI protection and breach notification?
	[Updated v1.1] — In Progress. All user-pharmacists are licensed under Ontario's pharmacy regulatory framework and have completed PHIPA jurisprudence training. Users of the Medication Adherence Calculator must additionally read and sign SOP-PHA-001 before first use. SOP-PHA-001 Step 7 covers breach identification and escalation specific to this module.

	B18
	Have security policies been documented?
	[Updated v1.1] — In Progress. Platform-level security relies on HTTPS, no-storage design, and session clearing. Module-specific security for the Medication Adherence Calculator is documented in SOP-PHA-001, covering device requirements, CSV handling, PDF storage, and secure deletion.

	B19
	Have privacy policies been developed for Tool operations?
	[Updated v1.1] — In Progress. This PIA and the Privacy Policy v1.0 + Addendum A constitute the operational privacy framework. SOP-PHA-001 provides module-specific operational procedures for the Medication Adherence Calculator. Additional SOPs will be created as new high-risk features are introduced.

	B20
	Do policies ensure full PHIPA compliance including retention?
	[Updated v1.1] — In Progress. Collection: treatment purpose only. Consent: implied under PHIPA s.20. Access: patient records held at the pharmacy level. Retention: session-only for all modules except the Medication Adherence Calculator, where downloaded PDFs persist on the local device. A retention schedule for downloaded adherence PDFs must be defined at each pharmacy site; secure deletion is required when files are no longer clinically needed. Patient access and correction rights under ss.52-55 are satisfied at the practice level.

	B21
	Does the system provide logging and audit functionality?
	[Updated v1.1] — No. By design, the Tool does not log PHI access, CSV imports, on-screen views, or PDF generation. This was a deliberate privacy-enhancing decision for the original session-only modules. With the introduction of bulk PHI processing and persistent local PDF outputs, this represents a meaningful control gap. Compensating controls: restricted device policy, user attestation (SOP-PHA-001), organizational supervision at employing pharmacies. A future non-PHI activity log (recording events without patient data, e.g., file processed, patient count, PDF generated) is recommended.

	B22
	Have privacy enforcement policies been developed?
	[Updated v1.1] — In Progress. Compliance is enforced through pharmacist licensure obligations, existing pharmacy privacy policies, SOP-PHA-001 user attestation, architectural constraints, and in-app PHI warning modals. Enforcement for persistent local PDF outputs depends on user compliance with SOP-PHA-001 and organizational supervision at each pharmacy site. Compliance language will be incorporated into the site onboarding package for multi-user rollout.





Risk Register — Version 1.1
This register consolidates all identified risks from the original PIA (April 2026) and Addendum A (May 2026). Risks added in v1.1 are marked with ★.

	Risk
	Likelihood
	Impact
	Mitigation

	PHI visible on screen in public or shared space
	Medium
	Medium–High
	Use privacy screens; position monitor away from waiting areas; auto-lock workstation; close browser tab when stepping away.

	Printed notes lost or improperly discarded
	Medium
	Medium
	Pharmacists' existing record-handling policies apply; notes should be filed or shredded per retention schedule.

	Cloudflare CDN serves app code via global infrastructure
	Low
	Low
	No PHI is included in CDN-served content; only static application files.

	Multi-user rollout without site-specific PIAs
	Medium
	Medium
	Each new organizational deployment should review this PIA and complete a site-specific addendum before activating the Tool.

	★ Bulk patient list visible on unattended screen (pharmacy-wide mode)
	Medium
	High
	Auto-lock workstations; close tab when stepping away; use privacy screen filter; position monitor away from public view. Required by SOP-PHA-001 Step 2.

	★ Downloaded PDF retained in unsecured downloads folder
	High
	High
	Restrict module to password-protected work devices. Move file immediately to a secure, access-controlled folder or delete after use. Required by SOP-PHA-001 Step 6.

	★ Downloaded PDF synced to personal cloud storage
	Medium
	High
	Prohibit use on devices or folders with consumer cloud-sync services (personal OneDrive, Google Drive, Dropbox). Require work-managed storage only. Required by SOP-PHA-001 Step 5.

	★ Wrong CSV uploaded, exposing unrelated patient population
	Medium
	High
	In-app warning modal requires file name verification before processing. Users trained via SOP-PHA-001 Step 3 to verify file identity.

	★ Loss or theft of device containing downloaded PDFs
	Low–Medium
	High
	Password protection and screen auto-lock required by policy. Lost device with PHI files constitutes a potential breach; escalate per SOP-PHA-001 Step 7 and PHIPA s.12(2).

	★ Reuse of outreach list for non-care purposes
	Low–Medium
	Medium–High
	Explicit acceptable-use policy in SOP-PHA-001 limits data to clinical outreach and direct patient care only.

	★ No audit log for local processing events
	High
	Medium
	Compensating controls: restricted devices, user attestations, SOP-PHA-001, organizational supervision. Future non-PHI activity log recommended (records events only, no patient data stored).



Recommended Actions — Version 1.1
	Status
	Action
	Notes

	Completed
	SOP-PHA-001 (Medication Adherence Calculator PHI Handling) published May 2026.
	

	Completed
	In-app PHI warning modals added to CSV import and PDF download triggers.
	

	Completed
	About page published at pharmanotes.pages.dev/about.html with public-facing privacy summary and downloadable documents.
	

	Completed
	Privacy Policy Addendum A published May 2026.
	

	In Progress
	Add a notice to each site's Notice of Information Practices referencing use of electronic documentation tools and adherence reporting.
	

	In Progress
	Obtain signed SOP-PHA-001 attestations from all users of the Medication Adherence Calculator before first use.
	

	In Progress
	Formal stakeholder review of pharmacy-wide outreach mode by pharmacist-in-charge and local privacy leads before multi-site rollout.
	

	In Progress
	Define and document a retention schedule for downloaded adherence PDFs at each pharmacy site.
	

	Recommended
	Develop a plain-language patient notice specifically describing adherence reporting.
	

	Recommended
	Consider a future non-PHI activity log (events only, no patient data) to improve audit capability for bulk processing.
	

	Recommended
	Complete a PIA addendum for any future API integration before activation.
	



Document Version History
	Version
	Date
	Summary of Changes

	1.0
	April 2026
	Original PIA. Platform-only (session-only architecture, no persistent PHI, no CSV features active).

	1.1
	May 2026
	Addendum A incorporated. Medication Adherence Calculator activated: CSV import, PDC scoring, downloadable PDF outputs. B1–B4, B6–B7, B9–B14, B16–B22 updated. Risk register expanded. SOP-PHA-001 and in-app warnings added.



